
POLICY 

in respect of personal data handling 

 

1. General provisions 

 

1.1.  Policy in respect to the personal data handling (thereafter – Policy) determines the 

position and intentions of AO “Transpnevmatika” (thereafter also Operator, Company) in the 

area of handling, security, integrity and safety of personal data of the factory’s subjects and is 

developed according to item 2 of the article 18.1 of Federal law dated 27.07.2006 N 152-ФЗ 

“About the personal data” (thereafter – Law about the personal data).  

1.2. Operator provides the security of the handled personal data against the unauthorized 

access and disclosure, against illegal exploitation or loss according to the demands of Law about 

the personal data. 

1.3. Changing of the Policy 

1.3.1. Operator has a right to make alterations in the present Policy. New Policy’s redaction 

comes into force from the moment of its displacement on the site, if the different is not provided 

with new Policy’s redaction.  

To the present Policy has an access each subject of the personal data. The policy is published on 

the official site of AO “Transpnevmatika”. 

 

1.1. Basic concepts 

 

In the present policy are used following concepts: 

 Operator of personal data is a juridical person – Joint-stock company 

“Transpnevmatika” (thereafter – Operator), positioned on address: Mochalina str., 2a, 

Pervomaysk, Nizhni Novgorod region, 607760, Russia, INN 5224001190, OGRN 

1025202198053, organizing and fulfilling handling of the personal data, as well determining the 

purposes of handling of the personal data, structure of the personal data those are subjected to 

handling, actions (operations), those are fulfilled with the personal data.  

 Subject of personal data are employees, former employees, candidates for deputizing of 

the vacant seats, as well employees’ relatives;  

- clients and contractors of the operator (physical persons); 

- representatives/ employees of the clients and of operator’s contractors (juridical persons).  

Handling of the employee’s personal data is each action (operation) or complex of actions 

(operations) those are fulfilled with using of the automation equipments or without using of such 

equipments with the personal data, including collection, recording, systematization, saving, 

keeping, specification (renewal, alteration), extraction, using, handling over 

 

 

(distributing, providing, access) depersonalization, blocking, deletion, destruction of the 

employee’s personal data. 

   Personal data is each information, that belongs direct or indirect to the definite or determinate 

physical persons (subject of the personal data).  

 

 



   Confidentiality of the personal data is an obligation of the persons those have received the 

access to the personal data, no disclose to the third persons and no distribute the personal data 

without agreement of the subject of personal data if otherwise is not provided with the federal 

law.  

   Depersonalization of the personal data are actions in result of those it becomes impossible 

without using of the additional information to determine belonging of the personal data to 

concrete subject of the personal data.  

   Blocking of the personal data is a suspense of handling of the personal data (excluding 

occasions, if the handling is necessary for precision of the personal data).  

   Distribution of the personal data are actions those are directed on disclosure of the personal 

data to the indefinite public.  

   Destruction of the personal data are actions in result of those it becomes impossible to 

rebuild content of the personal data in informational system of the personal data in result of those 

are destructed material objects of the personal data.  

   Security of the personal data is a package of measures of the technical, organizational and 

organizational-technical kind, those are directed on security of information that is referred to the 

definite or to determinate physical person (subject of the personal data).  

 

 

1.2. Personal data handling 

 

Personal data handling is carried out by Operator according to the demands of legislation of 

Russian Federation. 

Personal data handling is carried out by approbation of the personal data’s subjects to their 

personal data handling, as well without the same in the cases those are foreseen with the 

legislation of Russian federation.  

Personal data handling is carried out by means of:  

  receiving of the personal data in written and in spoken form directly by approbation of 

the personal data subject to his personal data handling; 

 receiving of the personal data from the public information sources; 

 registration of the personal data in magazines, in lists and in operator’s informational 

systems; 

 using of other means of the personal data handling. 

Is not allowed disclosure to the third persons and distribution of the personal data without 

allowing of the personal data subject, if the otherwise is not provided with federal law. 

The personal data transmission to the inquest authorities and agencies, in Federal Tax office, in 

Pension fund, in Social insurance fund and in other planning executive authorities and 

organizations is carried out according to the demands of legislation of Russian Federation.  

Operator takes all the necessary legal, organizational and technical measures for security of the 

personal data against the illegal or the occasional access to them, against destruction, against 

changing, distribution and other illegal actions, as well: 

 

 

 

 



 determines the security treats to the personal data during their handling; 

 accepts the local standard acts and other documents those regulate the relations in area of 

handling and of security of the personal data; 

 designates the persons those have responsibility for providing of the personal data security 

in the organization departments and in the Operator’s informational system; 

 creates the necessary conditions for the work with personal data; 

 organizes the documents calculation those content the personal data; 

 organizes the work with informational systems in those are handled the personal data; 

 keeps the personal data in conditions by those is provided their saving and is excluded the 

illegal access to them; 

 organizes the training of Operator’s employees those provide handling of the personal data.  

The Operator provides keeping of the personal data in form that allows to determine the personal 

data’s subject, no further than it is demanded with the purposes of the personal data handling, if 

the working life of personal data is not determined with the federal law, with the contract.  

By gathering of the personal data including by means of the informational-telecommunication 

net internet, the Operator provides recording, systematization, saving, keeping, elaboration 

(renewing, changing), extraction of the personal data of Russian Federation citizens with using 

of the databases those are situated in territory of Russian Federation, excluding the cases those 

are indicated in Law about the personal data.  

 

 

1.3. Basic rights and operator’s obligations 

 

Operator has rights: 

- independently to determine content and list of measures those are necessary and sufficient for 

providing of the fulfillment of obligations those are provided with Law about the personal data 

and with standard legal acts those are taken according to him, if the other is not provided with 

Law about the personal data or with other federal laws; 

- to entrust the personal data handling to other person by approbation of the personal data 

subject, it the other is not provided with the federal law, on the basis of the awarding of the 

contract with that person. The person that provides the personal data handling by order of the 

Operator, is obliged to observe the principles and rules of the personal data handling those are 

provided with Federal law N 152-ФЗ, to keep confidential the personal 

 

 

data, to take necessary measures those are directed at the providing of the fulfillment of the 

obligations those are provided with the Federal law N 152-ФЗ; 

- in case of the withdrawal with subject of the personal data of allowance to the personal data 

handling has the Operator a right to continue the personal data handling without allowing of the 

personal data subject by presence of the grounds those are indicated in the Federal law N 152- 

ФЗ 

 

 

 

 



Operator is obliged to: 

-  - organize the handling of personal data according to the demands of Federal law N 152-ФЗ; 

- respond to the appeals and inquiries of the personal data subjects and of their legal 

representatives according to the demands of Federal law N 152-ФЗ; 

- report to the planning authorities for security of the rights of personal data subjects (Federal 

agency for control in area of connection, of informational technologies and of mass 

communication (Roskomnadzor)) for inquiry of that authority the necessary information during 

of 10 (ten) working days from the date of such inquiry’s receiving. This term can be prolonged 

but no more than for five working days. For that the operator must send in Roskomnadzor the 

motivated notification with indication of the grounds of term prolongation of the inquired 

information providing; 

- in order that is definited with the federal authority of executive authority that is authorized in 

area of safeguarding, provide cooperation with the state system of detection, warning and 

liquidation of the cyberattacks’ consequences on the informational recourses of RF, including its 

informating about the computer incidents those have entailed the illegal transfer (providing, 

distribution, access) of the personal data.  

 

1.4. Basic rights and obligations of the personal data subject 

 

Personal data subject has a right to: 

- receive the information that touches on his personal data handling, excluding the cases those 

are provided with the federal laws. The information is provided to the personal data subject by 

the Operator popularly, and in them must not be contained the personal data those have to do 

with other personal data subjects, excluding the cases, when are there legal causes for the 

disclosure of that personal data. Information list and its receiving order is installed with the Law 

about personal data; 

- demand from the Operator his updating, their blocking or deleting in case, if the personal data 

are incomplete, time-worn, inaccurate, received illegal or are not necessary for the declared 

purpose of handling, as well take the provided with law measures for securing of its rights; 

- provide the tentative agreement for handling of the personal data in purpose of advancement at 

the market of the goods, working and services; 

- appeal in Roskomnadzor or juridically the wrongful acts or inactivity of the Operator by 

handling of his personal data. 

 

 

Subject is obliged to: 

 

 

 

 

 

 

 

 

 

 



- report in the personnel department about occurred changings in biographical particulars no later 

than ten days from the moment of their changing. 

 

2. Purposes of personal data handling 

 

Only the personal data those correspond to the purposes of their handling, are subject to the 

handling. 

The handling by Operator of the personal data is carried out in following purposes: 

- providing of observation of Constitution, federal laws and other standard legal acts of Russian 

Federation; 

- registration of the labor relations; 

- carrying out of the admission regime; 

- providing of labor function and of remuneration of labor; 

- keeping of the regular office work; 

- spreadsheeting; 

- intake and choice of the candidates for working by the Operator; 

- organization of the registering individually (personifically) of the workers in system of the 

obligatory retirement insurance; 

- infill and delivering in the executive authorities and in other authorizated agencies of the 

required account forms; 

- assistance to the workers in job placement, in training and in career development; 

- providing of the workers’ personal security; 

- providing of the guaranties and of preferences those are foreseen with the standard legal acts 

those content the norms of laws of employment, with the collective agreement, with agreements, 

with local standard acts, with labour contract. 

Private data of the contractors and of other persons those are not workers of AO 

“Transpnevmatika” are handled in purposes: 

- fulfillment with AO “Transpnevmatika” of its activity; 

- making of contract with the contractors. 

According to i.5 of art. 18 FL-152 recording, systemizing, storage, integration, amendment 

(renewing, changing), personal data extraction is fulfilled in the limits of RF territory. 

 

3. Composition of the handled personal data, storage and deleting of the personal data 

 

3.1 To the handling by Operator are subjected the personal data of following personal data 

subjects: 

- natural persons those are with the Society in labor relations; 

- natural persons those have discharged themselves from the Society; 

- natural persons those are candidates for work; 

- natural persons those are with the Society in civil relations. 

3.2 Personal data those are handled by Operator: 

- data those are received by carrying out of the labor relations; 

- data those are received for carrying out of the candidates’ choice for work; 

- data those are received by carrying out of the civil relations. 

 

 



 

 

3.3. Storage of the Personal data. 

3.3.1. The subjects’ personal data can be received, run the further handling and be sent for 

storaging on paper as well electronically. 

3.3.2. The personal data those are fixed on paper are storaged in the locked cupboards (safes) or 

in the locked rooms with limited right of access. 

3.3.3. The subjects’ personal data those are handled with using of the automation devices in 

different purposes are storaged in different files.  

3.3.4. Is not allowed storage and displacing of the documents those content the personal data in 

open electronic catalogues (file-exchangers) in informational system of the personal data.  

3.3.5. The personal data storage in the form that allows to determine the personal data subject is 

carried out no further than is demanded with the purposes of their handling, and they are 

subjected to the deleting on reaching of the handling purposes or in the case of loss of necessary 

in their reaching.  

3.4. Deleting of the personal data. 

3.4.1. Deleting of the documents (of the bearers) those content the personal data, is carried out 

by burning, splitting (pounding). For deleting of the paper documents is admitted applying of the 

shredder. 

3.4.2. The personal data on the electronic bearers by means of the mechanical bearer integrity 

damaging that no allows compare or restore the personal data, as well by means of deleting of 

the data from electronic bearers by means and methods of the guaranteed deleting of residual 

information.  

3.4.3. Fact of PD deleting is confirmed documentary with the act about deleting of the personal 

data bearers. 

3.5. Handling of the special categories of personal data those touch on the racial, national origin, 

the political views, religious or philosophical opinions, intimate life, is not carried out by the 

Operator.  

 

4. List of the actions with personal data 

 

By the personal data handling carries out the Operator following actions with the subjects’ 

personal data: collecting, recording, systematizing, storage, keeping, elaboration (renewing, 

changing), extraction, using, sending (providing, access), elimination, blocking, deleting,  

destruction of the personal data.  

To the personal data handling are allowed the Operator’s workers in those obligations is included 

the personal data handling.  

 

5. Personal data handling 

 

5.1. Personal data handling by the Operator is carried out by following means: 

- with using of the automation equipment; 

 

 

 

 



 

 

- without using of the automation equipment. 

 

 

6. Personal data security 

 

 

6.1. Purpose of the personal data security 

Personal data security by the Operator is carried out with purpose of: 

- Prevention of the leakage, stealage, defacement, falsification and other wrongful acts with the 

information that consist the personal data. 

- Prevention of the security threats of the personal data subject and of the members of his family.  

- Security of the citizens’ constitutional rights to saving of the privacy and of confidentiality of       

   the personal data those are in the informational systems.  

- Providing of the rights of personal data subject in the area of the personal data.  

 

6.2. Measures for personal data security 

 

The main measures for personal data security those are used by the Operator are: 

- Designation of the person that has a responsibility for the personal data handling, that realizes 

organization of the personal data handling, training and instructing, internal control for 

observation with Society and with its employees of the demands to the personal data security.  

- Determination of the actual threats to the personal data security by their handling in the 

informational personal data system and development of the means and measures for the personal 

data security. 

- Development of the policy regarding to the personal data handling. 

- Determination of access regulations to the personal data those are handled in the personal data 

informational system, as well executing of registration and recording of all the actions those are 

carried out with the personal data in informational system of the personal data. 

- Determination of the individual passwords of the employees’ access to the informational 

system according to their industrial obligations.  

- Using of only certificated antivirus software with the regular renewed bases. 

- Ensuring of the regulations those execute integrity of the personal data and exclude the non-

sanctioned access to them.  

- Discovery of the facts of non-sanctioned access to the personal data and taking measures for 

their non-admission hereafter.  

- Reconstruction of the personal data those are modified or deleted in consequence of the non-

sanctioned access to them.  

- Training of the Operator’s workers those carry out directly the personal data handling, to the 

regulations of RF legislation about the personal data including to the demands to personal data 

security, to documents those determine the Operator’s policy regarding to the personal data 

handling, to the local acts for problems of the personal data handling. 

 

 

 



 

 

- Executing of the inner control and of audit by the personal data handling.  


